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Abstract: The rapid digitalization of society has given rise to digital dispute resolution (DDR) mechanisms that are 

transforming traditional justice systems through online, automated, and platform-based processes. However, the 

rapid expansion of these mechanisms has outpaced regulatory development, leaving unresolved questions about 

jurisdiction, enforceability, and user protection. This study examines how conflicts between incompatible data 

protection regimes and the absence of uniform procedural fairness standards in cross-border digital dispute 

resolution (DDR) interact to create compounded rights deficits for users. Using a qualitative document analysis 

design combined with doctrinal legal research, the study analyses the structural incompatibility between GDPR 

Articles 3, 5, and 46–48 and US-based cross-border DDR platforms, and assesses the procedural fairness deficits 

including opacity of automated decisions, absence of human review, and foreclosure of meaningful appeal that 

result from platform-based dispute resolution operating outside binding procedural standards. The central finding 

is that these two regulatory failures are structurally interdependent: the same conditions that enable data 

protection violations simultaneously deprive users of the informational preconditions of a fair hearing. The study 

proposes an integrated regulatory framework comprising unified recognition rules conditioned on dual compliance 

with data protection and procedural fairness standards, a mandatory accreditation scheme for cross-border DDR 

providers, and regulatory sandboxes for supervised innovation. The findings provide an analytically grounded 

framework for addressing a compound regulatory failure that currently affects millions of cross-border DDR users. 
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INTRODUCTION 

Consider a consumer in Germany who initiates a dispute through a US-based e-

commerce platform. Two distinct legal failures may occur simultaneously: the 

personal data generated during the dispute process may be transferred to and 

processed in a jurisdiction that does not provide protections equivalent to the same 

data regulations, and the automated system resolving the dispute may reach a binding 

decision without providing any explanation, opportunity for human review, or 

meaningful avenue of appeal.
1
 These are not hypothetical concerns but structural 

features of the current cross-border digital dispute resolution landscape, where 

platform operators apply their own procedural rules. Data governance remains tied 
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up to domestic legal systems, and no unified international framework available to 

reconcile.
2
  

Digital dispute resolution (DDR) refers to the use of digital technologies, including 

online platforms, automated decision-making systems, virtual hearings, and 

blockchain-based processes, to adjudicate, mediate, or otherwise resolve disputes 

outside of courts, private online dispute resolution (ODR) services, and platform-

based systems.
3
 DDR has expanded at a remarkable pace. The global ODR market 

was valued at USD 9.09 billion in 2023 and is projected to grow at a compound 

annual rate of 6.9% through 2030 (Allied Market Research-2023), with platform-

based systems such as eBay’s resolution centers processing approximately 60 million 

disputes annually. Yet this expansion has proceeded without a coherent regulatory 

architecture. The current legal framework is built around territorial jurisdiction. 

Nationally binding data protection laws, and procedural rights to review were not 

designed for an environment in which the same dispute can simultaneously engage 

the legal systems of multiple countries. It is decided by algorithms, and sensitive 

personal data is processed across borders.
4
  

The regulatory urgency of this problem is underscored by both the scale and the 

legal architecture of contemporary DDR. Cross-border DDR is no longer limited to 

high-value commercial arbitration. Rather, it now operates on a large scale through e-

commerce platforms, fintech services, and social media content moderation systems.
5
 

Each forum generates data containing users in different legal jurisdictions. The EU's 

General Data Protection Regulation imposes obligations that apply to any processing 

of EU residents’ personal data regardless of where the processing occurs (GDPR, Art. 

3). Under GDPR Articles 46–48, the transfer of personal data to third countries is 

permissible only where adequate protections exist. Yet US-based arbitration and ODR 

platforms routinely process EU disputant data under legal frameworks that the Court 

of Justice of the European Union has found to be inadequate (Data Protection 

Commissioner v. Facebook Ireland Limited [Schrems II], C-311/18, 2020). The conflict 

is therefore not merely a policy preference gap. In fact, it is an active legal 

incompatibility that currently affects millions of cross-border DDR users annually.
6
  

The procedural fairness dimension of this problem is equally concrete. The right to 

a fair hearing, enshrined in Article 47 of the EU Charter of Fundamental Rights, article 

6 of the European Convention on Human Rights, and Article 14 of the International 

Covenant on Civil and Political Rights, encompasses the right to know the basis of a 

decision, the right to contest it, and the right to an effective remedy. Automated DDR 
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systems frequently satisfy none of these requirements. Modria’s algorithm, deployed 

by eBay and PayPal, resolves approximately 90% of cases without providing any 

reasoned explanation, and platform terms of service routinely preclude judicial 

review of dispute outcomes. In cross-border contexts, users may lack both awareness 

of applicable legal protections and the practical means to invoke them. These 

procedural deficits are compounded by the absence of any binding international 

instrument specifically requiring procedural minimum standards for automated DDR 

systems. The Singapore Convention on Mediation (2019) addresses the enforcement 

of mediated settlement agreements but not the procedural conditions under which 

they are reached. The UNCITRAL Technical Notes on Online Dispute Resolution 

(2016) recommend fairness principles but carry no binding force.
7
  

The central legal problem this study addresses can be stated with precision. Present 

regulatory frameworks applicable to cross-border DDR create irreconcilable 

obligations at the intersection of data protection law and procedural rights law. Yet 

no jurisdiction (domestic or international) has produced a framework that addresses 

this intersection directly. Three specific doctrinal conflicts constitute the core of this 

problem. First, GDPR Articles 5, 46, and 48 require that personal data processed 

during dispute resolution must be subject to equivalent protections, regardless of 

where the processing takes place. Whereas the US sectoral approach to data privacy 

(including the Federal Arbitration Act, the California Consumer Privacy Act) creates a 

materially different and incompatible legal environment with the GDPR. Which the 

CJEU has clearly found insufficient under the law.
8
 Therefore, consumers are placed in 

a position where participation in dispute resolution necessarily entails their data 

protection rights.
9
  

Second, the procedural requirements imposed by EU Charter Article 47 and ECHR 

Article 6, including the right to a reasoned decision and effective judicial remedy, are 

not replicated in any international ODR standard.
10

 This creating a situation where 

automated DDR systems operating across borders are subject to fundamentally 

different procedural obligations depending on where a user happens to be located.
11
 

Third, and most critically for this study, no current legal framework addresses how 

these two regulatory failures interact. Data processing opacity directly enables 

procedural opacity, and the absence of cross-border enforcement mechanisms for 

data protection rights reinforces the absence of cross-border enforcement of 
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procedural fairness norms. The result is a compounded rights deficit that is 

systematically invisible to each body of law examined in isolation.
12
 

Scholarly engagement with DDR has developed across three identifiable waves, 

each advancing the field while leaving specific dimensions of the cross-border data 

protection and procedural fairness problem unaddressed.
13
 The first wave, emerging 

in the late 1990s and consolidated through foundational works, established the 

theoretical and institutional architecture of ODR. This demonstrated that digital tools 

could reduce resolution costs, expand geographic access to justice, and serve as 

effective complements to formal court processes.
14
 An influential overview of ODR as 

the future of justice, emphasizing efficiency and accessibility gains.
15

 However, the 

Data regulations era and the widespread deployment of AI-driven decision-making in 

dispute systems. Its analysis of regulatory challenges focused primarily on 

jurisdictional recognition of ODR outcomes rather than on the data governance or 

procedural rights dimensions that arise in today’s automated cross-border 

environments.
16
  

The second wave, spanning roughly 2015 to 2020, engaged more directly with the 

legal complications of cross-border ODR. A comprehensive analysis of internet 

jurisdiction that identified the territorial limits of national courts’ authority over cross-

border digital disputes.
17
 Choice-of-law rules in electronic consumer contracts, noting 

the asymmetry between EU consumer-protective conflict-of-law rules and the more 

platform-deferential approach in US and Asian jurisdictions.
18

 Cross-border data 

protection conflicts under EU law, identifying specific tensions arising from data 

transfers in digital commercial contexts. Currently developed regulatory standards 

encourage countries to take steps to manage data with integrity, use clear and open 

communication on the use of justice data.
19
 While these studies collectively mapped 

significant regulatory terrain. They treated data protection and procedural fairness as 

separate analytical concerns. Jurisdictional research did not engage with data 

protection implications, and data protection research did not examine how data 
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governance failures translate into procedural rights deficits.
20

 The interaction between 

the two was left unaddressed. 

The third and most recent wave of research has focused on AI and automation in 

dispute resolution, reflecting the rapid deployment of algorithmic decision-making in 

ODR platforms.
21

 A critical overview of AI’s role in ODR, identifying transparency 

deficits and accountability gaps in automated systems. Judicial decision-making in AI-

assisted environments, raising due process concerns about algorithmic adjudication.
22

 

How emerging AI regulation will interact with ADR rules, predicting that AI 

governance frameworks will increasingly shape ODR practice.
23

 Digital governance of 

cross-border ODR in commercial, proposing enhanced access-to-justice mechanisms.
24

 

Small-claims DDR from a tiered procedural perspective, calling for differentiated 

regulatory treatment based on dispute complexity and platform type.
25

 Legal liability 

in algorithmic decision-making, highlighting accountability gaps in AI-driven 

adjudicative contexts that are directly relevant to automated DDR systems.  

The current contributions represent the most sophisticated engagement to date 

with the fairness and governance dimensions of DDR; however, they share a 

common limitation. They analyze procedural fairness and data protection concerns as 

parallel regulatory problems rather than as components of a single compound legal 

failure. None of these works examines how Data Protection regulation incompatible 

data processing in cross-border DDR directly contributes to and in structural terms 

enables, the procedural fairness deficits that users experience, nor do they propose a 

regulatory framework that addresses both failures simultaneously within a unified 

normative architecture.  

The platform-based mechanisms are becoming more common, especially in e-

commerce, providing quick and cost-effective means of resolving disputes.
26

 However, 

they may not offer the same level of procedural fairness as traditional methods and 

could be unsuitable for all types of disputes.
27

 Emerging technologies like blockchain 

and smart contracts offer potential for automating and streamlining dispute resolution 
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processes.
28

 Nonetheless, issues related to the legal enforceability of smart contracts 

and the risks of coding errors are significant concerns that need addressing.
29

 While 

state-sponsored ODR initiatives provide a reliable platform for resolving disputes and 

fostering trust in online transactions, they face challenges in scalability and efficiency 

due to governmental processes.
30

 Private ODR services, on the other hand, offer 

flexibility and expertise but require robust neutrality to ensure fairness.
31
 

The foregoing review reveals a consistent blind spot in the existing literature: no 

prior study has examined data protection conflicts and procedural fairness deficits as a 

compound legal problem arising specifically from the cross-border operation of DDR 

systems.
32

 Studies that address data protection in DDR do not examine how data 

opacity creates procedural opacity. Studies addressing procedural fairness in 

automated ODR do not examine how cross-border data governance failures deprive 

users of the information and access rights that procedural fairness presupposes. This 

study fills that gap by developing an integrated analytical framework that treats data 

protection compliance and procedural fairness as structurally interconnected 

regulatory obligations. Obligations that must be addressed jointly if cross-border DDR 

is to satisfy the rights standards demanded by international human rights law and 

regional data protection regimes. 

The originality of this contribution lies not merely in combining two areas of 

existing scholarship, but in demonstrating that the compound nature of the regulatory 

failure requires a compound regulatory response: one in which data protection 

instruments are designed with procedural fairness implications in mind, and in which 

procedural fairness standards for DDR are designed with cross-border data 

governance realities in mind. This integrated perspective has not previously been 

articulated in the DDR literature, and it offers a novel conceptual foundation for the 

policy reforms proposed in this study. By making the structural relationship between 

data protection failures and procedural rights deficits analytically visible, this study 

contributes to both the theoretical understanding of DDR governance and the 

practical design of international regulatory responses.  

Against this background, this study is guided by the following research question: 

How do conflicts between incompatible data protection regimes and the absence of 

uniform procedural fairness standards in cross-border digital dispute resolution 
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interact to create compounded rights deficits for users, and what integrated 

regulatory framework can address both dimensions simultaneously? Three specific 

objectives structure the inquiry. The study maps the regulatory conflicts arising from 

the interaction of GDPR and non-GDPR data protection regimes in the context of 

cross-border DDR, identifying the statutory provisions, judicial decisions, and 

normative instruments that give rise to irreconcilable obligations. It assesses how data 

protection failures in cross-border DDR systems enable and exacerbate procedural 

fairness deficits including opacity of decision-making, absence of reasoned decisions, 

foreclosure of meaningful appeal, and unequal access to procedural information with 

particular attention to automated and platform-based systems operating across 

jurisdictions. It proposes an integrated regulatory framework comprising unified 

recognition principles for digital dispute outcomes, GDPR-baseline data protection 

requirements applicable to all cross-border DDR providers, and mandatory 

procedural safeguards for automated and platform-based systems, including 

requirements for explainability, human review, and accessible redress mechanisms. 

The significance of this research lies in its capacity to provide legislators, regulators, 

and platform operators with an analytically grounded and practically actionable 

framework for addressing a regulatory failure that currently affects millions of cross-

border DDR users and that existing single-issue scholarship has been unable to 

resolve.
33

 The study helps reduce legal uncertainty for businesses and individuals 

engaging in cross-border online transactions.
34

 The study contributes to reconciling 

privacy compliance obligations with procedural fairness requirements in transnational 

digital proceedings. It provides a basis for implementing procedural safeguards that 

enhance transparency, accountability, and user trust in algorithm-assisted decision-

making. The research offers a framework for designing harmonized regulatory 

standards that address cross-border data protection conflicts in digital dispute 

resolution systems. 

METHOD 

This study employs a qualitative document analysis design integrated with 

doctrinal legal research as its principal methodological framework to systematically 

examine normative conflicts in cross border digital dispute resolution. The research is 

classified as normative legal research, as it focuses on analyzing legal principles, 

regulatory frameworks, and their coherence rather than measuring empirical 

phenomena. The approach adopted is a conceptual and statutory approach, enabling 

the researcher to interpret and evaluate the interaction between data protection 

regimes and procedural fairness standards within relevant legal instruments.  

Data sources consist of primary and secondary legal materials. Primary sources 

include legislation, international conventions, judicial decisions, and regulatory 

instruments relevant to data protection and dispute resolution. Secondary sources 
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comprise peer reviewed journal articles, scholarly books, and institutional reports 

obtained through databases such as LexisNexis, Westlaw, Hein-Online, Scopus, and 

Google Scholar. Data collection is conducted through purposive sampling to ensure 

analytical depth by selecting authoritative and relevant materials published between 

2020 and 2025. The analysis method is carried out in two stages. First, a quality 

assessment of sources is conducted using the CRAAP framework to ensure validity and 

reliability. Second, doctrinal analysis is applied through a structured mechanism 

involving identification of legal norms, interpretation of judicial reasoning, mapping 

of regulatory conflicts, and gap analysis to detect legal lacunae. The analytical process 

further employs thematic synthesis to construct coherent patterns across legal sources. 

Through this mechanism, the study systematically evaluates how inconsistencies 

between data protection obligations and procedural fairness guarantees generate 

compounded legal deficiencies, while also assessing the adequacy of existing 

regulatory responses in addressing these issues. 

RESULT AND DISCUSSION 

Data Protection Conflicts in Cross-Border Digital Dispute Resolution 

The result analysis reveals a fundamental and currently unresolved conflict 

between EU data protection law and the legal frameworks governing the operation 

of US-based cross-border DDR platforms. At the heart of this conflict is the 

extraterritorial application of the General Data Protection Regulation: under GDPR 

Article 3(2), the regulation applies to any processing of personal data of EU residents, 

regardless of where the controller or processor is established.
35

 Personal data 

generated in the course of a digital dispute including the identities of the parties, the 

nature of the claim, financial information, and correspondence constitutes personal 

data for the purposes of GDPR Article 4(1) and is therefore subject to the full range of 

GDPR obligations, including the data transfer restrictions of Articles 44 through 48.
36

 

This finding has a direct and serious implication: any US-based ODR platform that 

processes EU disputant data without either an adequacy decision, standard 

contractual clauses, or binding corporate rules under GDPR Article 46 is operating in 

breach of EU data protection law whenever it handles a cross-border dispute 

involving EU residents. The majority of large-scale commercial ODR platforms 

including those operated by eBay, PayPal, and major arbitration providers are US-

based and process data under US legal frameworks that the Court of Justice of the 

European Union has found to be inadequate by GDPR standards. Platform-based 

resolution systems often lack the legal standing of traditional court judgments, 

potentially limiting their enforceability.
37
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providing data subjects with actionable rights equivalent to those guaranteed by the 

GDPR. At the international level, the UNCITRAL Model Law on International 
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Commercial Arbitration provides a foundation for online arbitration, though it was 

not specifically designed for digital environments. The European Union’s Directive on 

Consumer ADR and Regulation on Consumer ODR have established standards for 

ODR in consumer disputes within the EU. In the United States, the Federal Arbitration 

Act has been interpreted to cover online arbitration, while specific states like Utah 

have enacted laws recognizing online dispute resolution.
38

 

The consequence for cross-border DDR is direct: EU disputants who participate in 

US-based ODR processes are structurally unable to exercise the data rights that GDPR 

guarantees, the right of access (Art. 15), the right to erasure (Art. 17), and the right to 

restrict processing (Art. 18) because the US legal framework does not recognize 

equivalent entitlements. Another gap lies in the absence of uniform international 

standards for data protection in DDR processes, leading to potential conflicts between 

different privacy regimes.
39

 The enforceability of online dispute resolution outcomes 

across borders remains inadequately addressed, with existing conventions not fully 

adapted to digital resolutions. Additionally, there is a lack of clear guidelines on the 

admissibility of digital evidence and the conduct of virtual hearings in many 

jurisdictions.
40

 A second and equally significant finding concerns the absence of any 

binding international instrument that imposes GDPR-equivalent data protection 

obligations on cross-border DDR providers as a class.
41
 

The UNCITRAL Technical Notes on Online Dispute Resolution (2016) address 

confidentiality and security of ODR processes but contain no provisions on cross-

border data transfer restrictions, adequacy requirements, or data subject rights. 

International guidelines, like the OECD Guidelines on Consumer Protection in E-

commerce, provide recommendations for fair and transparent ODR processes.
42

  The 

Singapore Convention on Mediation (2019) is confined to the enforcement of 

mediated settlement agreements and makes no reference to the data governance 

conditions under which those agreements are reached.
43

 The EU Consumer ODR 

Regulation (524/2013) applies only to disputes between EU consumers and EU 

traders, leaving the large majority of cross-border DDR activity including business-to-

consumer disputes involving non-EU platforms entirely outside its scope. The result is 

a regulatory vacuum. Data protection law applies extraterritorially through the GDPR 
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but cannot be enforced against non-EU DDR platforms without international 

cooperation mechanisms that do not currently exist.
44

 While international ODR 

instruments do not address data protection at all.  

The significance of these findings for the study’s central argument is twofold. First, 

they confirm that the data protection deficit in cross-border DDR is not merely a 

policy gap but an active legal incompatibility. One that places both EU users and non-

EU platform operators in a position of structural non-compliance that neither can 

resolve unilaterally.
45

 Transparency is often limited by proprietary algorithms and 

confidentiality agreements, making it difficult for users and researchers to assess the 

fairness of DDR systems.
46

 Second, and critically for the analysis developed in Sub-

section 3, the nature of this incompatibility rooted in the opacity of data processing 

and the absence of cross-border enforcement authority creates the precise conditions 

under which procedural fairness deficits also arise. 

To improve fairness and transparency in DDR, several measures can be 

implemented. Developing standardized disclosure requirements for providers could 

ensure users have access to clear information about processes, decision-making criteria, 

and potential biases. Implementing regular third-party audits of systems, especially 

those using AI, could help identify and address fairness issues. Creating mechanisms 

for user feedback and incorporating it into system improvements could enhance 

perceived fairness. Increasing the diversity of mediators and arbitrators’ processes 

could help address potential cultural biases. To improve transparency, providers 

could be required to publish anonymized data on case outcomes and decision 

rationales. Developing explainable AI models for use could make algorithmic 

decision-making more transparent and contestable. And, establishing industry-wide 

best practices for fairness and transparency could help raise standards across 

ecosystem.
47

 

A user who cannot access data about their own dispute, cannot verify how their 

information was used in an algorithmic decision, and has no regulatory authority to 

complain to is also a user who has been structurally denied the procedural conditions 

necessary for a fair hearing.
48

 First, developing international guidelines specifically 

tailored could provide a framework for national regulators to adapt. These guidelines 

should address issues such as cross-border enforcement outcomes, data protection 

standards, and the use of AI in dispute resolution. Second, creating a global 
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accreditation system providers could ensure minimum standards of fairness, 

transparency, and user protection. Third, establishing specialized cyber-courts with 

jurisdiction issues could help develop consistent case law and expertise in this area. 

Fourth, implementing regulatory sandboxes for DDR innovations could allow for 

controlled testing of new technologies while ensuring user protection. Lastly, fostering 

cooperation between tech companies, legal experts, and policymakers could lead to 

more effective and adaptable regulations that keep pace with technological 

advancements. 

Procedural Fairness Deficits in Automated and Platform-Based DDR 

The analysis identifies three specific and well-documented procedural fairness 

deficits in automated and platform-based DDR systems, each of which constitutes a 

departure from the minimum procedural standards required by binding human rights 

instruments. The first deficit is the systematic absence of reasoned decisions. 

Automated DDR algorithms including Modria, deployed by eBay and PayPal to 

resolve approximately 90% of their combined dispute caseload reach binding 

outcomes without generating any explanation of the reasoning applied. Under EU 

Charter Article 47, the right to an effective remedy includes the right to know the 

basis on which a decision adverse to one's interests was made. A requirement that the 

CJEU has consistently interpreted as including written reasons accessible to the 

affected party. The absence of any reasoned output in the vast majority of automated 

DDR decisions therefore constitutes a structural departure from this standard.
49

 

Crucially, no equivalent requirement exists in US federal arbitration law under the 

Federal Arbitration Act (9 U.S.C.), and no international ODR instrument imposes a 

reasoned-decision requirement on platform-based systems. 

The second deficit concerns the absence of meaningful human review. Cross-border 

DDR platforms routinely waive any right to human review through their Terms of 

Service, which constitute the contractual basis for the dispute resolution process. Users 

who engage with platform-based DDR mechanisms typically as a condition of using 

the platform itself, without genuine freedom to decline are thereby bound by 

procedural rules that provide no pathway to human adjudication of their dispute. 

This is particularly significant in cases where algorithmic bias may have affected the 

outcome.
50

 The analysis of Northpointe’s COMPAS algorithm in US criminal justice 

proceedings which demonstrated systematic racial disparities in risk-scoring outcomes, 

illustrates a broader problem: algorithmic systems trained on historically biased 

datasets reproduce and entrench those biases without any mechanism for affected 

parties to identify or challenge them. Estonia’s legislative response prohibiting fully 

automated DDR decisions without human review represents a regulatory recognition 
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of this problem, but it applies only domestically and has no equivalent at 

international level.
51
 

The third deficit is the structural foreclosure of effective appeal in cross-border 

contexts. Even where platform Terms of Service nominally provide an internal appeal 

mechanism, the cross-border dimension of the dispute creates compounding barriers. 

Users in different jurisdictions may face different time limits, different language 

requirements, and different standards of admissible evidence, none of which are 

harmonized across the platforms that operate cross-border DDR services.
52

 More 

fundamentally, the Terms of Service governing most commercial ODR platforms 

include mandatory arbitration clauses that preclude judicial review of dispute 

outcomes in any jurisdiction, a feature that is legally enforceable in the US under the 

Federal Arbitration Act but that conflicts with the right of access to court guaranteed 

by ECHR Article 6. The consequence is that EU users who participate in US-platform 

cross-border DDR processes may find themselves contractually bound to waive rights 

that EU law treats as non-derogable. 

The broader significance of these findings is that procedural fairness deficits in 

cross-border DDR are not the product of individual platform design choices that 

could be remedied by voluntary improvement. They are the structural consequence 

of a regulatory framework that imposes procedural rights obligations only on court-

integrated DDR and traditional arbitration, while leaving platform-based and 

automated systems largely outside the scope of any procedural fairness standard. In 

cross-border DDR, where those asymmetries are compounded by jurisdictional 

uncertainty, language barriers, and unequal familiarity with applicable legal rights, the 

absence of baseline procedural standards has measurable consequences for the fairness 

of outcomes.
53

 

Striking to fostering innovation in DDR and protecting user rights requires a 

nuanced approach. One potential framework is the development of “privacy by 

design” and “fairness by design” principles specifically for systems, ensuring that user 

protection is built into new technologies from the ground up.
54

 Encouraging self-

regulation within the industry, such as through the development of codes of conduct 

and best practices, can promote innovation while maintaining standards. 

Implementing tiered regulatory approaches based on the complexity and potential 

impact of systems could allow for more flexibility in low-risk areas while ensuring 

stringent oversight where necessary. Creating public-private partnerships for research 

and development could help align innovation goals with public interest 
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considerations. Finally, incorporating user representation in the development of 

regulations and standards can ensure that innovation efforts remain centered on user 

needs and rights.
55

  

The Compound Effect: How Data Protection Failures Enable Procedural Fairness 

Deficits 

The finding demonstrates that data protection and procedural fairness as parallel 

but separate regulatory concerns.
56

 The deficits are not independent regulatory 

failures occurring in the same environment. They are causally connected, with data 

protection failures creating the precise conditions under which procedural fairness 

failures become inevitable and irremediable.
57

 We may see the emergence of global 

standards, possibly under the auspices of international organizations like the UN or 

WTO. AI regulation is likely to play a significant role, with potential requirements for 

explainable AI in DDR systems and strict oversight of automated decision-making 

processes. The integration of blockchain technology could lead to new regulatory 

approaches for ensuring the integrity and enforceability of digital agreements.
58

 As it 

becomes more prevalent, we might see the development of specialized digital dispute 

resolution laws at national and international levels. The increasing use of IoT devices 

could necessitate new regulations addressing dispute resolution in smart contracts and 

automated transactions.
59

  

The analysis of the development of digital dispute resolution and its regulatory 

challenges reveals several recurring points of agreement and disagreement. There is a 

consensus that the rapid advancement of technology has significantly impacted the 

legal system, particularly in the context of court procedures, arbitration, and online 

dispute resolution.
60

 The digitalization of processes offers numerous benefits, such as 

increased efficiency, cost reduction, and improved access to justice. However, there 

are also concerns about due process, fundamental rights, data privacy, and the 

potential for a digital divide. Patterns and trends emerge in the adoption of digital 

technologies across various dispute resolution domains. Courts are increasingly 

integrating electronic filing systems, online case management platforms, and virtual 

hearings.
61

 Arbitration proceedings are leveraging digital tools for communication, 

evidence presentation, and the issuance of digital awards.
62

 Online dispute resolution 
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mechanisms, such as platform-based systems and private ODR services, are gaining 

prominence in resolving e-commerce disputes. The use of block-chain technology and 

smart contracts presents new possibilities for automated and efficient dispute 

resolution.
63

 

The causal mechanism operates through three channels. This is informational 

opacity. Procedural fairness, as understood under EU Charter Article 47 and ECHR 

Article 6, presupposes that the party affected by a decision has access to the 

information upon which that decision was based.
64

 In cross-border DDR, the data 

processed during a dispute. The algorithm’s inputs, the weighting of variables, the 

basis for the outcome constitutes personal data within the meaning of GDPR Article 

4(1). Where GDPR-incompatible data processing means that a user’s data rights under 

Articles 15 to 18 cannot be exercised, that user also loses access to the informational 

preconditions of procedural fairness.
65

 A user who cannot obtain their own dispute 

data under GDPR Article 15 (right of access) cannot verify whether the algorithm that 

decided their case used accurate information, whether protected characteristics 

influenced the outcome, or whether the platform’s stated procedures were actually 

followed.
66

 Data protection failure is therefore simultaneously a procedural fairness 

failure. It is not that the two happen to coexist, but that the former causally enables 

the latter.
67

 

The second channel is regulatory invisibility. The fragmented four-tier governance 

structure applicable to cross-border DDR comprising international treaties, regional 

instruments, national legislation, and platform Terms of Service treats data protection 

and procedural fairness as entirely separate regulatory domains. Data protection 

regulators (such as EU supervisory authorities under GDPR Article 51) have jurisdiction 

over data processing practices but not over the fairness of dispute outcomes. Courts 

and arbitral tribunals have jurisdiction over procedural rights but not over data 

processing choices. Platform self-governance through Terms of Service addresses 

neither. The result is that the compound failure where data processing opacity directly 

enables procedural opacity falls between the jurisdictional competences of all existing 

regulatory bodies and is visible to none of them. This regulatory invisibility is not a 

gap that can be closed by improving enforcement of existing instruments. It requires a 

new instrument or framework that addresses data protection and procedural fairness 
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as an integrated regulatory obligation rather than treating them as separate 

domains.
68

 

The third channel is enforcement asymmetry. Even where a user is aware of both 

their data rights under GDPR and their procedural rights under ECHR Article 6 or EU 

Charter Article 47, the practical means of enforcing those rights in cross-border DDR 

contexts are asymmetric in ways that systematically disadvantage individual users 

relative to platform operators. A platform operator can comply or fail to comply 

with both sets of obligations in a single operational decision. The design of its 

automated decision system. An individual user seeking to enforce both sets of rights 

must pursue two separate regulatory pathways (a data protection complaint to a 

supervisory authority and procedural rights claim to a court or arbitral body), in 

potentially different jurisdictions, under potentially different applicable law, with 

potentially different time limits.
69

 The procedural cost of this enforcement asymmetry 

particularly for low-value consumer disputes makes it practically impossible for most 

users to remedy either the data protection violation or the procedural fairness deficit, 

let alone the compound failure that results from their interaction. This enforcement 

asymmetry is the most concrete demonstration that the two regulatory failures must 

be addressed jointly rather than sequentially. 

Regulatory Responses and Their Adequacy: Towards an Integrated Framework 

The findings raise a question that existing regulatory scholarship has not fully 

addressed: what kind of regulatory response is adequate to a compound failure in 

which data protection and procedural fairness deficits are structurally interdependent? 

This sub-section first assesses the adequacy of existing regulatory responses and then 

proposes an integrated framework that addresses both dimensions simultaneously. 

Current regulatory responses to data protection and procedural fairness in DDR are 

characterized by two structural inadequacies. They are domain-specific: the EU AI Act 

(2024) mandates transparency and impact assessments for “high-risk” AI applications 

including legal systems, but it does not address the cross-border data transfer 

dimension of automated DDR, and its territorial scope is limited to systems deployed 

in the EU. The EU Digital Services Act (2022) requires platforms to provide accessible 

redress mechanisms and reasoned decisions for content moderation, but its 

application to dispute resolution more broadly is not yet established.
70

  

The UNCITRAL Model Law on International Commercial Arbitration provides a 

foundation for cross-border arbitration recognition but does not impose data 

protection obligations or procedural fairness standards specific to automated systems. 

Current responses are sequential rather than integrated: they assume that data 

protection compliance and procedural fairness compliance can be achieved 
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independently, in sequence, through separate regulatory pathways. The compound 

failure identified and demonstrated that this assumption is incorrect addressing data 

protection without simultaneously addressing procedural fairness leaves the 

informational preconditions of fair process unresolved, while addressing procedural 

fairness without addressing data protection deprives users of the data access rights 

that make procedural safeguards meaningful.
71
 

The integrated regulatory framework proposed by this study comprises three 

priority-ordered components. The first and highest-priority component is the 

establishment of unified recognition rules for cross-border digital dispute outcomes, 

conditioned on compliance with both data protection and procedural fairness 

baseline standards. Under this component, a digital arbitration award or mediated 

settlement reached through a cross-border DDR process would be presumptively 

recognizable in signatory states only if the process that produced it satisfied. (a) 

GDPR-equivalent data protection obligations applicable to the full data lifecycle of 

the dispute, including cross-border transfer restrictions and data subject rights, and (b) 

minimum procedural fairness standards including the right to a reasoned decision, the 

right to human review upon request, and the right to appeal to an independent 

body.
72

 This approach modelled on the conditionality structure of the New York 

Convention but adapted for digital environments creates a direct regulatory incentive 

for DDR providers to achieve compliance with both sets of obligations simultaneously, 

since failure to comply with either set would affect the enforceability of their 

outcomes internationally. 

The second component is the development of a mandatory accreditation standard 

for cross-border DDR providers, administered by an international body most 

appropriately UNCITRAL or the Hague Conference on Private International Law that 

evaluates providers against an integrated data protection and procedural fairness 

checklist prior to accreditation and through periodic review.
73

 Accreditation would 

function analogously to the existing approval system for ICANN's UDRP dispute 

resolution providers, but with materially higher substantive standards and a specific 

cross-border focus. The third component is the establishment of regulatory sandboxes 

enabling DDR providers to develop and test new automated systems including AI-

driven triage, blockchain-based enforcement, and smart contract adjudication under 

regulatory supervision, with the condition that sandbox participation requires real-

time monitoring of both data processing practices and procedural outcome metrics.
74

 

This component addresses the innovation dimension of the regulatory challenge: the 
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framework proposed is not designed to prohibit automation in DDR, but to ensure 

that automation is deployed within a regulatory structure that maintains the 

fundamental rights guarantees that procedural fairness and data protection law are 

designed to protect. 

All three components are designed to be sequenced: unified recognition rules 

should be established first, as they create the broadest regulatory incentive for 

compliance and reduce legal uncertainty for users and providers without requiring the 

construction of new institutional infrastructure. Accreditation standards should be 

developed second, building on the substantive criteria embedded in the recognition 

rules. Regulatory sandboxes should be implemented third, once the baseline standards 

are established and there is a clear regulatory framework within which innovation can 

be monitored.
75

 Together, these components constitute an integrated regulatory 

response to the compound failure identified in this study, one that reflects the 

structural interdependence of data protection and procedural fairness in cross-border 

DDR rather than treating them as separate problems requiring separate solutions. 

The digitalization of court procedures also raises concerns about due process and 

the protection of fundamental rights. One key issue is the potential for digital divide 

and unequal access to technology. Individuals from disadvantaged backgrounds or 

those lacking digital literacy may face barriers in participating effectively in digital 

court proceedings. This disparity can lead to a denial of justice and the infringement 

of their right to a fair trial. The reliance on technology in court procedures raises 

questions about data privacy and security. Sensitive personal information, including 

legal documents and evidence, is increasingly stored and transmitted digitally. Robust 

safeguards must be in place to protect this data from unauthorized access, breaches, 

or misuse. Failure to ensure data privacy can compromise the confidentiality of legal 

proceedings and infringe upon individuals' right to privacy.
76

 

Another concern is the impact of technology on the fundamental principles of due 

process, such as the right to be heard and the right to confront witnesses. Virtual 

hearings and remote testimonies may limit the ability of parties to fully present their 

case or challenge evidence effectively. The lack of in-person interaction and the 

potential for technical glitches can affect the quality of communication and the 

assessment of credibility, which are crucial aspects of a fair trial.
77

 In recent years, 

technology has significantly influenced the field of arbitration, transforming various 

aspects of the process from the initial agreement to arbitrate to the final award and its 

enforcement. The integration of digital tools and platforms has streamlined and 
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modernized arbitration proceedings, offering numerous benefits to parties, arbitrators, 

and legal professionals involved.
78

 

The advent of digital agreements to arbitrate has revolutionized the way parties 

enter arbitration contracts. Electronic signatures and online contract management 

systems have made it possible to execute and store arbitration agreements digitally, 

eliminating the need for physical paperwork.
79

 This digitalization has not only 

increased efficiency but also enhanced accessibility, allowing parties to enter into 

arbitration agreements remotely and securely. Moreover, technology has transformed 

the conduct of arbitration proceedings themselves. Online case management 

platforms and virtual hearing rooms have become increasingly popular, enabling 

parties and arbitrators to participate in hearings and communicate seamlessly, 

regardless of their physical location.
80

 These digital tools have reduced travel costs, 

minimized delays, and increased the flexibility and convenience of arbitration 

proceedings. However, the increasing reliance on technology in arbitration also 

presents certain challenges and considerations.
81
 

The enforceability of digital arbitral awards across different jurisdictions is an 

important consideration. Many states have recognized the validity of electronic 

signatures and digital awards, there may still be variations in the legal framework and 

requirements for enforcement.
82

 Parties and arbitrators must be aware of the specific 

regulations and procedures in the relevant jurisdictions to ensure the smooth 

enforcement of digital awards. The integration of digital tools and platforms has 

streamlined and modernized arbitration proceedings, offering numerous benefits to 

parties, arbitrators, and legal professionals involved. The advent of digital agreements 

to arbitrate has revolutionized the way parties enter arbitration contracts. Electronic 

signatures and online contract management systems have made it possible to execute 

and store arbitration agreements digitally, eliminating the need for physical 

paperwork. The digitalization has not only increased efficiency but also enhanced 

accessibility, allowing parties to enter into arbitration agreements remotely and 

securely.
83

 

The technology has transformed the conduct of arbitration proceedings themselves. 

Online case management platforms and virtual hearing rooms have become 
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increasingly popular, enabling parties and arbitrators to participate in hearings and 

communicate seamlessly, regardless of their physical location. These digital tools have 

reduced travel costs, minimized delays, and increased the flexibility and convenience 

of arbitration proceedings. The use of technology has also enhanced the efficiency 

and accuracy of evidence presentation and management in arbitration. Electronic 

document management systems allow for the secure storage, organization, and 

retrieval of case-related documents, ensuring easy access to relevant information. The 

digital forensic tools and data analytics have enabled parties to present and analyze 

complex evidence more effectively, aiding in the decision-making process for 

arbitrators.
84

 

Another advantage of the UDRP is its global reach. Because the UDRP applies to all 

gTLDs, it provides a uniform and predictable process for resolving domain-name 

disputes worldwide. This is particularly important for businesses and individuals who 

operate in multiple countries and need to protect their trademarks across different 

jurisdictions. However, the UDRP is not without its limitations. For example, the 

UDRP only applies to domain names that have been registered and used in bad faith. 

It does not apply to disputes involving legitimate uses of a domain name, such as fair 

use or free speech. The UDRP does not provide for monetary damages or injunctive 

relief, which may be available through traditional litigation. In the digital age, social 

media platforms have become a primary means of communication and information 

sharing. However, the vast amount of user-generated content has led to challenges in 

content moderation, as platforms must balance free speech with the need to prevent 

the spread of harmful, offensive, or illegal content.
85

 

The rapid growth of the internet and social media platforms has brought about 

new challenges in content moderation. Online platforms have become central to 

public discourse, and the way they handle user-generated content has significant 

implications for freedom of expression, public safety, and democratic processes. In 

response to these challenges, the European Union has introduced the Digital Services 

Act (DSA), which aims to create a harmonized framework for online content 

moderation and dispute resolution.
86

 The DSA is a comprehensive piece of legislation 

that sets out new rules and obligations for online platforms, including social media 

companies, online marketplaces, and search engines. One of the key features of the 

DSA is its emphasis on transparency and accountability in content moderation 

decisions. Under the DSA, platforms will be required to provide clear and easily 

accessible information about their content moderation policies and practices, and to 

establish effective complaint and redress mechanisms for users who believe their 

content has been wrongly removed or restricted.
87
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This also introduces new obligations for platforms to take proactive measures to 

prevent the spread of illegal content, such as hate speech, terrorist content, and child 

sexual abuse material. Platforms will be required to conduct risk assessments and take 

appropriate measures to mitigate identified risks, such as implementing content filters 

or hiring additional moderators. In addition to these new obligations, the DSA also 

establishes a new dispute resolution mechanism for content moderation decisions. 

Under the DSA, users who believe their content has been wrongly removed or 

restricted will have the right to lodge a complaint with the platform and receive a 

timely and reasoned response. If the user is not satisfied with the platform's response, 

they will have the right to seek redress through an independent dispute resolution 

body, such as an ombudsman or a court.
88

 

The DSA’s approach to online content moderation and dispute resolution 

represents a significant shift in the way these issues are addressed. Traditionally, 

content moderation decisions have been left largely to the discretion of individual 

platforms, with limited oversight or accountability. The DSA seeks to change this by 

creating a harmonized framework that sets out clear rules and obligations for 

platforms, and by providing users with effective mechanisms for challenging content 

moderation decisions. The rapid growth of e-commerce has revolutionized the way 

consumers purchase goods and services. However, with the increase in online 

transactions, there has also been a rise in disputes between buyers and sellers. The 

disputes can range from issues with product quality, delivery delays, payment 

discrepancies, to fraudulent activities. Traditional dispute resolution methods, such as 

litigation, can be time-consuming, expensive, and often impractical for cross-border 

transactions.
89

 To address these challenges, many e-commerce platforms have 

developed their own dispute resolution mechanisms to provide a more efficient and 

effective means of resolving conflicts.
90

 

This system allows buyers and sellers to communicate directly with each other 

through the platform’s messaging interface to resolve any issues that may arise. The 

platform may also provide guidelines and templates to help users communicate 

effectively and reach a mutually agreeable solution. Another popular mechanism is 

the platform's internal dispute resolution process.
91

 This process typically involves a 

neutral third-party, such as a mediator or an arbitrator, who is appointed by the 

platform to review the case and make a decision based on the evidence provided by 

both parties. The mediator or arbitrator may be an employee of the platform or an 

independent professional with experience in dispute resolution. The decision made by 

the third-party is usually binding on both parties and is enforced by the platform. 

Some e-commerce platforms also offer a chargeback system, which allows buyers to 
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request a refund from their payment provider if they are unsatisfied with a purchase. 

The chargeback process is initiated by the buyer and is handled by the payment 

provider, who investigates the case and makes a decision based on the evidence 

provided. If the chargeback is approved, the funds are returned to the buyer, and the 

seller may face penalties or restrictions on their account.
92

 

Platform-based dispute resolution mechanisms have several advantages over 

traditional methods. First, they are often faster and more cost-effective than litigation, 

as they do not require the involvement of courts or lawyers. Second, they are more 

accessible to users, as they can be initiated and managed entirely online, without the 

need for physical presence or travel. Third, they are more flexible and adaptable to 

the unique needs of each case, as the platform can customize the process based on the 

nature and complexity of the dispute. However, platform-based dispute resolution 

mechanisms also have some limitations. First, they may not be suitable for all types of 

disputes, particularly those that involve complex legal issues or large amounts of 

money. Second, they may not provide the same level of procedural fairness and due 

process as traditional methods, as the platform may have a vested interest in the 

outcome of the dispute. Third, they may not be enforceable in all jurisdictions, 

particularly if the parties are in different countries with different legal systems.
93

 

The exponential growth of e-commerce has brought about numerous benefits, 

including increased convenience, wider product choices, and competitive prices for 

consumers. However, this growth has also led to a rise in disputes between buyers 

and sellers, necessitating effective and efficient dispute resolution mechanisms.
94

 Many 

e-commerce platforms have developed their own internal dispute resolution systems, 

there are also private (Non-Platform-Based) ODR services and state-sponsored ODR 

initiatives that offer alternative avenues for resolving e-commerce disputes. The 

services are independent entities that specialize in resolving online disputes, including 

those related to e-commerce transactions. The services are not affiliated with any 

specific e-commerce platform and offer their dispute resolution expertise to a wide 

range of clients. Private providers often employ a combination of automated 

processes and human intervention to resolve disputes quickly and efficiently.
95

 

One of the key advantages of these services is their neutrality. As they are not tied 

to any particular e-commerce platform, they can provide impartial and unbiased 

dispute resolution, ensuring fairness for both buyers and sellers. Additionally, private 

services often have a pool of experienced mediators and arbitrators who are well-

versed in e-commerce disputes and can offer specialized expertise in resolving 
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complex cases. They also offer flexibility in terms of the dispute resolution process. 

They can adapt their procedures to suit the specific needs of each case, whether it 

requires mediation, arbitration, or a hybrid approach. This flexibility allows parties to 

choose a dispute resolution method that best fits their situation, leading to more 

satisfactory outcomes.
96

 

On the other hand, state-sponsored initiatives are developed and managed by 

government entities to provide accessible and affordable dispute resolution services 

for e-commerce transactions. These initiatives aim to promote trust and confidence in 

online shopping by offering a reliable and transparent means of resolving disputes. 

One notable example of a state-sponsored initiative is the European Union’s Online 

Dispute Resolution platform. This platform, launched in 2016, provides a single point 

of entry for consumers and traders in the EU to resolve disputes arising from online 

transactions. The platform connects disputants with certified providers who can help 

them reach an agreement through mediation or arbitration.
97

 

State-sponsored initiatives have the advantage of being backed by the authority 

and resources of the government. This backing can provide a level of trust and 

credibility that private services may not have. The state-sponsored services are often 

offered at a low cost or even free of charge, making them accessible to a wider range 

of consumers. However, its initiatives may face challenges in terms of scalability and 

efficiency. As they are subject to government budgets and bureaucratic processes, they 

may not be as agile or responsive as private services. Moreover, the success of state-

sponsored initiatives depends on the willingness of e-commerce platforms and traders 

to participate and comply with the decisions made through these services.
98

 

To make DDR systems fairer and more effective, this study suggest creating 

common global rules that still respect local laws, training judges and lawyers to use 

digital tools, and using new technologies carefully with clear ethical guidelines. Strong 

data protection is needed to keep personal information safe, while systems should be 

easy to use for everyone, including people with low digital skills. Regular reviews will 

help the system adapt to new challenges, and public awareness campaigns can build 

trust. International agreements are also important to make sure decisions can be 

enforced across countries. The monitoring AI for bias and supporting research from 

universities and industries will help improve fairness and innovation in DDR. 

While the research provides a comprehensive analysis of mechanisms and proposes 

robust recommendations for enhancing regulatory frameworks, it encounters several 

limitations in implementation. One significant limitation is the variability in legal 
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systems across jurisdictions, which complicates the adoption of a unified regulatory 

approach. The differing levels of technological advancement and digital literacy 

among countries pose additional challenges, potentially leading to uneven adoption 

and effectiveness of systems globally. Moreover, the rapid pace of technological 

changes outstrips the slower legislative processes, making it difficult for regulations to 

keep up with new developments and technologies. This lag can lead to gaps in legal 

protections and may hinder the enforcement of outcomes. These factors collectively 

contribute to the complexity of implementing the proposed solutions effectively 

across diverse legal, technological, and cultural landscapes. 

CONCLUSION 

This study set out to examine how conflicts between incompatible data protection 

regimes and the absence of uniform procedural fairness standards interact in cross-

border digital dispute resolution to create compounded rights deficits for users. The 

central finding is that these two regulatory failures are not parallel problems occurring 

independently in the same environment, they are structurally interdependent. The 

same conditions that enable data protection violations in cross-border DDR (opacity 

of data processing, absence of cross-border regulatory authority, reliance on platform 

self-governance) simultaneously enable procedural fairness violations by depriving 

users of the informational preconditions of a fair hearing. A user who cannot exercise 

GDPR data access rights under Articles 15 to 18 cannot verify whether the algorithm 

that decided their dispute used accurate information, applied unbiased criteria, or 

followed stated procedures and is therefore structurally unable to contest the 

outcome. The compound nature of this regulatory failure, documented through 

doctrinal analysis of GDPR Articles 3, 5, and 46–48, EU Charter Article 47, ECHR 

Article 6, and their interaction with the UNCITRAL Technical Notes on ODR (2016) 

and the Singapore Convention on Mediation (2019), constitutes the primary 

contribution of this study to the existing literature on DDR regulation. 

The policy implications of these findings are direct and prioritized. The most urgent 

regulatory requirement is the establishment of unified international recognition rules 

for cross-border digital dispute outcomes, conditioned on dual compliance with 

GDPR-equivalent data protection standards and minimum procedural fairness 

guarantees including the right to a reasoned decision, the right to human review, and 

the right to an independent appeal. This should be pursued through a multilateral 

instrument developed under UNCITRAL or Hague Conference auspices, modelled on 

the conditionality structure of the New York Convention but adapted for digital 

environments. A mandatory accreditation standard for cross-border DDR providers 

should follow, establishing the substantive criteria for recognition compliance and 

enabling monitoring through periodic review. Regulatory sandboxes, implemented as 

a third priority, would allow innovation in automated and AI-driven DDR systems to 

proceed under regulatory supervision rather than in the regulatory vacuum that 

currently exists. 

This study acknowledges two specific limitations. The analysis is confined to 

English-language sources, which may underrepresent regulatory developments in civil 

law jurisdictions including China, Japan, and Gulf Cooperation Council states where 

significant cross-border DDR activity occurs. The doctrinal analysis identifies 

normative conflicts and regulatory gaps but cannot empirically measure their real-

world impact. The frequency with which GDPR violations occur in cross-border DDR 
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processes, and the proportion of users who experience procedural fairness deficits as a 

result, remain empirical questions requiring quantitative or mixed-methods 

investigation. Two directions for future research follow directly from these limitations 

and from the study's findings. First, empirical research measuring the actual incidence 

of the compound regulatory failure identified through platform data, supervisory 

authority enforcement records, or user surveys would substantially strengthen the 

normative case for the integrated framework proposed here. Second, assessment of 

how the EU AI Act (2024) and any revised UNCITRAL ODR instruments interact with 

the compound failure once fully implemented would determine whether the 

regulatory gap identified by this study has been closed or merely partially addressed 

by subsequent developments. 
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