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Abstract: Digital transformation presents significant challenges in safeguarding the personal data of banking 

customers, particularly when banks collect and manage extensive personal information without ensuring adequate 

protection. This study examines the implementation of the accountability principle by personal data controllers 

within the banking sector. The objective is to assess how far this principle has been integrated into the obligations 

stipulated by data protection regulations. Using a qualitative legal research method combined with a comparative 

approach, this study analyzes the Personal Data Protection Law (PDPL) in Indonesia and the General Data 

Protection Regulation (GDPR) in Sweden. The findings reveal that Indonesia’s PDPL still demonstrates several 

deficiencies, including limited data leakage notifications, lack of transparency in third-party data disclosure, 

insufficient information technology security responses, and inefficient data updates. Similarly, under the GDPR 

framework, challenges persist in managing data shared with third parties and in providing timely written notices in 

cases of data breaches. The study concludes that the weaknesses identified in both jurisdictions highlight the need 

for strengthening the accountability principle to enhance the effectiveness of personal data protection in the 

banking sector. Reinforcing this principle will ensure greater responsibility among data controllers and foster public 

trust in digital financial systems. 
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INTRODUCTION 

Technologies have currently become an inseparable part of daily life
1
. The quick 

development of technologies brings ease to human beings as users in carrying out 

various activities in a quick, efficient, and limitless manner
2
. Due to digitalization in all 

sectors, data and data analysis have become “the new oil”. This is because data has a 

high economic value, replacing the value of oil. This technological advancement that 

supports all aspects of life changes human beings’ patterns of social behavior. It 

creates significant impacts, especially in the banking sector that develops to become 

digital
3
. 

 

 
1
 Huizheng Liu and others, ‘The Impact of Artificial Intelligence on Consumers’ Willingness to Use CBDCs: Evidence 

from the Chinese Banking Sector’, Humanities and Social Sciences Communications, 12.1 (2025) 

https://doi.org/10.1057/s41599-025-05067-5  

2
 WenGuang Ma and others, ‘Research on Credit Card Fraud Detection System Based on Federated Learning’, in 

Proceedings of the 2024 3rd International Conference on Frontiers of Artificial Intelligence and Machine Learning  

(New York, NY, USA: ACM, 2024), pp. 242–45 https://doi.org/10.1145/3653644.3680500  

3
 Mohammed Abdulrahman Kaid Zaid and others, ‘The Future of Green Finance: How Digital Transformation and 

FinTech Drive Sustainability’, Discover Sustainability, 6.1 (2025) https://doi.org/10.1007/s43621-025-01356-w  

https://doi.org/10.53955/jsderi.v3i3.97
http://journal.contrariusactus.com/index.php/JSDERI/index
mailto:wy204@ums.ac.id
https://doi.org/10.1057/s41599-025-05067-5
https://doi.org/10.1145/3653644.3680500
https://doi.org/10.1007/s43621-025-01356-w


Wardah Yuspin, et al. (The Accountability Principle in Personal Data Protection…) 

 
 

Journal of Sustainable Development and Regulatory Issues               668 

Figure 1. The Number of Data Leakage Cases in Indonesia 

 

Source: From various sources, processed by the researcher 

Digital development allows banks to create services to increase operational 

efficiency, speed up transaction processes, and provide superior services to customers
4
. 

In the digital era, banks will keep on innovating to fulfill customers’ demands and 

strive to stay relevant with digitalization
5
. However, in line with the development of 

digital services, personal data protection becomes more crucial
6
. The Republic of 

Indonesia’s Law No. 27 of 2022 on Personal Data Protection Law (PDPL) obliges 

every personal data controller, such as banks, to fulfill the obligation of protecting 

customers’ data, especially amid the rampant cases of data leakage
7
. This research will 

compare personal data protection in Indonesia and Sweden. Sweden was chosen as a 

comparison country for three reasons. First, the similarities in the legal system used by 

Sweden, as Sweden uses a civil law system, the same legal system as Indonesia. 

Furthermore, Sweden is one of the first countries to have personal data protection 

regulations in the world. The third reason for choosing Sweden is that this country 

has an excellent level of personal data protection and a very low rate of data 

breaches
8
. The purpose of comparing by two country to develop a theory of 

implementation model of accountability in personal data law especially in banking 

nature
9
. 

Based on data from the Republic of Indonesia’s Ministry of Communication and 

Informatics, there has been a significant increase in data leakage cases, one of the 
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notorious cases was when Bank Syariah Indonesia (BSI) experienced data leakage 

cases. This incident started off with transaction service disorders on May 2023, where 

a hacker group called Lock bit claimed to have stolen 1.5 TB of customers’ personal 

data. In its development, this group has carried out extortion efforts by asking for 

ransom with an amount of 18 million USD to the bank
10
. When the negotiation did 

not reach an agreement, this sensitive data was threatened to be spread in the black 

market
11
. 

Meanwhile, in Sweden, there has also been an incident of personal data protection 

which happened in 2007. Nordea is one of the banking data theft cases that occurred 

in Sweden. This case is important to study because Sweden, as a country that has had 

personal data regulations since the 1970s, still experiences personal data theft that is 

quite a blow to IMY, a public authority responsible for enforcing GDPR and other 

data protection laws, monitoring data handling, and protecting individual privacy in 

the information society. IMY was previously known as the Swedish Data Protection 

Agency and was established in 1973 following the introduction of the world's first 

national data protection law, the Data Act. In addition, the number of personal data 

thefts in Sweden is very low compared to other countries. This case is very interesting 

to study. In this case, Nordea Swedish bank lost more than 7 million crones after 

cybercriminals succeeded in sending phishing emails to the bank’s customers
12
. These 

emails contained a Trojan virus named “Haxdoor,” which was disguised as anti-spam 

software
13
. After that software was installed, the Trojan installed a key logger in the 

victims’ computers to record all the keys they typed, including the credentials of their 

bank login
14
.  

The criminals then directed customers to a fake website that seemed like Nordea’s 

official website. When customers tried to log in, the hackers succeed in stealing their 

login information
15

. Then, they used such information to illegally access the 

customers’ bank accounts
16
. This case, which is known as the largest online bank theft 
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by McAfee, showed the effectiveness of phishing attacks in deceiving victims and 

stealing important data
17
.  

Data theft has a very severe impact on the banking sector
18
. The advancement of 

technologies in the banking sector makes customers vulnerable to suffering from great 

losses
19
. This may happen if the customer data in the form of sensitive information 

such as bank account numbers and credit card details are collected, processed, and 

misused by invalid parties
20

. Such data leakage does not only lead to the violation of 

data security
21
. However, it also leads to identity theft and financial abuse which will 

in the end damage customers’ trust in banking institutions, significantly decreasing the 

bank’s reputation
22

.  Banks as one of the controllers of personal data have the 

absolute responsibility to process and protect the personal data of their customers, 

without consideration of whether it is the fault of the bank or the fault of other 

involved parties
23

. As a personal data controller, banks have the obligation to prevent 

invalid access to customer data according to stipulations PDPL
24

. 

Even though PDPL has been enacted, its implementation in banks still faces many 

obstacles. Many factors cause this lack of implementation
25

. One of the factors that 

causes this issue is the lack of a detailed implementing regulation as well as the 

absence of a special independent institution that has the job of supervision
26

. These 

factors become obstacles to effectively applying this law. It is crucial to conduct an 

analysis of how banks apply their obligations in PDPL in their operations to know 

whether their application is already according to the standard determined by the 

law
27

. 
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There are previous studies on personal data protection, especially in banking, 

which are relevant to this research
28

. Personal data protection compliance assessment: 

A privacy policy scoring approach and empirical evidence from Thailand's SMEs
29

. 

This study is relevant because it provides a quantitative framework for evaluating 

privacy policy compliance (privacy policy scoring), which I use as a reference in 

assessing the policy elements and transparency that financial institutions should have
30

. 

Bank data protection and fraud identification based on improved adaptive federated 

learning and WGAN
31
. This article is relevant from a technical perspective because it 

describes data protection mechanisms and machine learning-based fraud detection 

methods that can reduce the risk of customer data leakage or reconstruction
32

. 

Impact of the Quality of Financial and Banking Applications Used on Smartphones 

on Customer Satisfaction of Jordanian Islamic Bank
33

. This study is relevant because it 

confirms that perceived security and application quality influence customer trust and 

satisfaction critical factors that are compromised when data breaches occur
34

. 

Customer Explicit Consent Under Indonesian Open Banking Regulations
35

. This 

document is directly relevant to the issue of explicit consent, which is a crucial part of 

the accountability principle; it helps explain how consent is recorded and managed in 

the open banking ecosystem
36

. Financial technology and the legal protection of 

personal data: The case of Malaysia and Indonesia
37

. This study is relevant because it 

provides a comparative context for data protection regulations in Indonesia an 

important basis for assessing domestic banks' accountability obligations
38

. 
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The difference between that previous research with this research are This research 

adds concrete case evidence of breaches in Indonesia and Sweden, demonstrating the 

gap between legal provisions (statutory text) and banks' institutional practices. I also 

offer concrete sectoral recommendations to improve accountability. Apart from that, 

in this paper, the authors will also analyze the application of personal data security 

which is the main job of data controllers in Sweden through the GDPR as a model
39

. 

This is to provide a good perspective on what the role of data controllers in 

Indonesia should be like in protecting personal data so that it may effectively be 

carried out. 

METHOD 

This study adopts a qualitative legal research approach that emphasizes doctrinal 

and normative analysis to examine the implementation of personal data protection 

obligations within banking institutions. The research employs a descriptive–analytical 

method to provide a comprehensive understanding of banks’ responsibilities as 

personal data controllers under the Personal Data Protection Law (PDPL) and the 

General Data Protection Regulation (GDPR) frameworks. A multiple case study design 

was utilized to compare the regulatory and institutional practices of selected banking 

institutions in implementing personal data protection standards. The qualitative and 

doctrinal approach is appropriate for this research because it allows an in-depth 

exploration of legal norms, policy frameworks, and compliance mechanisms related 

to data protection
40

. Qualitative case study methods are particularly effective for 

understanding complex regulatory settings and institutional behaviors within their 

real-life legal context
41 42

. This approach enables the integration of statutory 

interpretation and empirical observation of regulatory practices, thereby addressing 

the research objective of assessing how PDPL and GDPR principles are operationalized 

within the banking sector
43

. 

Data were collected entirely through documentary research, focusing on primary 

and secondary legal materials. Primary sources included statutory instruments (PDPL, 

GDPR, and related implementing regulations), regulatory circulars issued by 

supervisory authorities, and institutional compliance documents publicly available 

from banks’ annual and sustainability reports
44

. Secondary sources comprised 

academic journal articles, legal commentaries, books, and official reports discussing 

the implementation and challenges of personal data governance in the financial 

sector
45

. Data analysis was conducted through qualitative content analysis and 
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normative legal interpretation
46

. The process involved several stages: Compilation of 

relevant legal and institutional documents; Systematic coding of provisions, principles, 

and compliance measures related to data protection obligations; Thematic 

categorization of findings based on recurring issues such as data subject rights, lawful 

processing, consent mechanisms, and supervisory oversight; Comparative analysis of 

PDPL and GDPR to identify areas of convergence, divergence, and implications for 

banking compliance. 

RESULT AND DISCUSSION 

The PDPL is the regulatory basis for personal data protection in Indonesia
47

. As a 

footstep and a legal basis for the personal data protection practice, it contains several 

principles of personal data protection that must be fulfilled in all forms of personal 

data processing
48

. The PDPL regulates that there are some personal data protection 

principles that must be complied with in all personal data processing activities
49

. The 

first principles that the parties that conduct personal data processing must pay 

attention to are validity, justice, and transparency
50

. This means that data processing 

must be conducted in a clear and careful manner
51

. Personal data owners must 

provide their agreement to have their data processed
52

. Apart from these principles, 

this law also determines that the accountability principle is used as one of the 

methods to maintain the responsibility of personal data controllers as the party that 

keeps personal data subjects’ personal data
53

.  

This accountability principle regulates that organizations must be responsible for 

personal data processing
54

. This principle encourages organizations to adopt 

accountable practices, creating an environment where the compliance to regulations 

becomes a priority
55

. With this accountability principle, data controllers are 

responsible for the security of the personal data under their control
56

. Thus, the usage 
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and security of every data processing activity can be taken accountability for
57

. The 

accountability principle is also regulated in the Personal Data Protection Law that 

applies in Europe. This regulation aims to protect the personal data and privacy of 

individuals, as well as minimize the spread of data without permission. This regulation 

has become a guideline for many countries of the world and has extra-territorial 

effects. It applies to all parties, even outside of the European Union. The GDPR 

contains personal data processing principles that are then adopted into the PDPL, 

including the principles of lawfulness, fairness, transparency, and accountability
58

. 

The accountability principle is the core of personal data protection, as stipulated in 

Article 5 of the GDPR. Personal data controllers have the obligation to be responsible 

and show compliance towards the six other principles of data protection
59

. This 

means that accountability influences and guarantees the fulfillment of all personal 

data protection principles
60

. Therefore, as a referential regulation of Indonesia’s PDPL, 

GDPR principles are integrated into articles of the PDPL
61
. This research focuses on the 

accountability principle that is contained in the GDPR and that is adopted into the 

Indonesian PDP Law
62

. The accountability principle guarantees that personal data 

controllers must fulfill other principles of personal data protection
63

. They must have 

the ability to show compliance to the owner of the processed data.  

The accountability principle supposed provide better legal certainty and protection 

for personal data protection in Indonesia. Personal data controllers have full 

responsibility towards the processing of personal data. They must have the capability 

to prove their compliance towards personal data principles. This includes legal 

accountability and compliance with ethical codes
64

. They must make sure that the 

data are processed in a just manner based on the agreement of data subjects and their 

best interests. Data controllers are individuals or organizations that have the 

responsibility of holistically determining the goal and method of personal data 

processing.  Personal data protection means all efforts to protect personal data in a 

series of personal data processing activities to guarantee the constitutional rights of 

personal data subjects.  This shows that personal data controllers have the obligation 

to conduct personal data protection. They have the right to collect personal data 
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with the aim of collecting clear and valid data according to the agreement of the 

related individual
65

. Banks are personal data controllers that have the responsibility to 

determine the goal of processing their customers’ personal data. In this case, banks 

have control over the personal data. They have the obligation to implement the 

protection of their customers’ personal data that were collected and processed to 

provide services that their customers may access
66

. 

The obligations of personal data controllers are regulated in Article 20 to Article 

54 of law. This regulation may be understood as an implementation of the concept 

or theory of the privacy dimension. Therefore, the obligations regulated in these 

regulations are strongly linked to the individual rights of personal data subjects in 

controlling information (personal data) as well as accessing their data
67

. Data 

controllers have the obligation to provide information related to the legality of 

personal data processing, the objective of that processing, the type and relevance of 

the data that will be processed, as well as the storage period of documents containing 

personal data. Apart from that, the delivered information must also encompass details 

on the collected data, the duration of personal data processing, and the rights of 

processing subjects. Further, personal data controllers must inform the related 

individuals as personal data subjects before changes in information
68

. Personal data 

controllers have the obligation to process personal data in a limited, specific, legally 

valid, and transparent manner. In other words, personal data controllers are legally 

obligated to apply the accountability principle in processing personal data. Apart 

from that, personal data controllers have the obligation to process personal data
69

. 

Another obligation related to personal data processing for personal data 

controllers is the obligation to carry out validation of the risks of personal data 

protection if the data processing has the potential to lead to high risks for personal 

data subjects
70

. Personal data controllers must carry out measurable and reliable 

assessments. This includes personal data controllers’ obligation to protect and 

guarantee the security of the personal data they process. This protection may be 

carried out by designing and implementing operational technical steps to prevent the 

processing of personal data that violates legal stipulations
71
. Apart from that, personal 
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data controllers must also determine the level of security that is in line with the 

characteristics and risks of the processed personal data. In this case, personal data 

controllers must prevent invalid access to personal data by applying a reliable, safe, 

and responsible security system, both in the manual processing and through the 

electronic system according to the stipulations of applicable legal regulations
72

. 

In case of failure in personal data protection, personal data controllers have the 

obligation to give a written notice to related personal data subjects or institutions
73

. 

This notice must encompass information on the disclosed personal data, the time and 

method of that data disclosure, as well as the steps that personal data controllers have 

taken in handling and recovering the condition after the disclosure of that data
74

.  

Meanwhile, according to the GDPR, personal data controllers refer to individuals, 

legal entities, public authorities, or other organizations that individually or with other 

parties collectively determine the goals and methods of personal data protection
75

.  

According to the GDPR, personal data controllers have the obligation to give 

information that must be delivered to data subjects during the data collection. This is 

clearly determined in the GDPR
76

.   

Data controllers and processors also have the obligation to take correct technical 

and organizational steps to consider the development of current technologies, 

implementation fees, as well as processing characteristics, scope, context, and 

objective, including the varied risk levels to individual rights and freedom. The GDPR 

provides some specific suggestions on security actions that may be deemed according 

to the risk
77

.   Concerning the application of the accountability principle, there is a 

very famous case related to a personal data controller, namely Meta Platform Inc, in 

which at that time still be Facebook Inc. As a personal data controller, this company 

has been proven to have committed a violation in processing the personal data of this 

application’s users. The Personal Data Commission of Ireland, which is the main 

privacy supervisor for Facebook in the European Union, has imposed fines after the 

parent company of Facebook has been proven to fail to follow the tight regulations 

to secure the things that are protected by the GDPR. This case started when Facebook 

experienced data leakage which went viral in 2021
78

. 
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A user in a hacker forum published 533 million data of Facebook users in April 

2021. These data were not results of breaching, but rather a result of scrapping. 

Scrapping means that these data were already available in Facebook’s system and the 

perpetrator only needed to collect it. Digital data supervisors in Europe have a very 

strong position after the GDPR was enacted in May 2018. One of its authorities is to 

impose sanctions of up to 4% of a company’s annual income. The most severe 

punishment imposed under GDPR so far was a record of fines reaching 746 million 

euros for Amazon by its main privacy supervisor in Luxembourg, followed by fines 

with the amount of 405 million euros for Instagram Meta
79

. Meanwhile, data leakage 

cases especially in banking industries in Indonesia have happened several times. The 

most severe case happened in 2023 when there was a theft of customer and 

employee data of BSI, which is the largest Sharia bank in Indonesia through 

ransomwarey. In this case, 1.5 TB of customers’ personal data were stolen
80

.  

Table 1: Comparative Analysis of the Implementation of Personal Data Protection under the GDPR and the PDPL 

Indicators GDPR PDPL 

Law Enforcement Carried out by Data Protection 

Authorities/DPA in each EU member state, 

which is then coordinated by the European 

Data Protection Board/EDPB to ensure 

consistent implementation. In Sweden, law 

enforcement is carried out by the Swedish 

Data Protection Authority 

(Integritetsskyddsmyndigheten) or known as 

IMY. 

Indonesia does not have Personal Data 

Supervisor yet and before the establishment of 

the agency, the temporary personal data 

supervisory agency was still under the Ministry 

of Communication and Digital Affairs through 

the Directorate General   of   Digital   

Space Supervision. 

The Authority of the 

personal data protection 

agency  

In addition to having the authority to conduct 

supervision, this institution also has very broad 

authority, including conducting investigations 

and even imposing sanctions on organizations 

that violate the law. 

The authority of the personal data supervisor in 

Indonesia can also impose sanctions, but this 

has not yet been tested because no sanctions 

have ever been imposed so far on personal data 

violators. 

Forms of sanctions GDPR violations are subject to administrative 

fines of up to €20 million or 4% of annual 

global turnover, whichever is higher, and other 

sanctions such as corrective measures by the 

supervisory authority. Lighter fines of up to €10 

million or 2% of global turnover may be 

imposed for less serious violations. These fines 

are very heavy and can have a deterrent effect 

on personal data violators. Meanwhile, the 

GDPR does not provide for criminal sanctions 

as it focuses on administrative fines. However, 

it is possible for each country to impose 

criminal sanctions under their respective 

national laws. In Meta case the GDPR carries 

very severe penalties, particularly administrative 

fines. These severe penalties serve as a deterrent 

for those who attempt to violate personal data 

protection. 

PDPL have administrative sanctions 

(warnings, suspension of data processing, 

data deletion, and fines of up to 2% of 

annual revenue) and criminal sanctions (4-6 

years imprisonment and/or fines of billions 

of rupiah). For corporations, the fines can be 

10 times the original criminal sanctions, and 

can even include confiscation of profits or 

dissolution of the business. The fines 

imposed are much lighter than those under 

the GDPR, so they do not have a deterrent 

effect. In the BSI case, no party was even 

subject to such sanctions. The advantage of 

this legal regulation compared to the GDPR is 

that there are criminal sanctions for violators 

of personal data protection, so the sanctions 

are more comprehensive. 
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The Response of 

personal data supervisor 

in every violation 

The response from the personal data 

supervisory agency is considered to be quite 

fast because every violation must be reported 

immediately so that it can be responded to by 

the competent authorities. Therefore, it is 

necessary for the personal data supervisory 

agency in Indonesia to learn about the duties 

and sanctions of the GDPR.  

The response of the personal data 

supervisory agency is considered 

unresponsive because there has never been 

any legal action taken in cases of large-scale 

personal data theft. This may be due to the 

fact that a personal data supervisory agency 

has not yet been established. Due to the 

absence of derivative regulations and a 

supervisory agency, the sanctions under the 

PDPL cannot be fully and effectively 

implemented.  

The accountability 

principle of data 

controller  

The data protection supervisor is an advisor 

and compliance supervisor appointed to ensure 

that controllers and processors of personal data 

comply with data protection laws and protect 

the rights of data subjects. And in this 

accountability principles have been effectively 

implemented in this GDPR model since the 

Data Supervisor has accomplished their 

responsibility.  

Meanwhile, the implementation of 

accountability principles for data controllers 

in the PDPL model has not been effective 

due to the absence of an independent data 

supervisor tasked with overseeing the duties 

of data controllers. 

Source: From various sources, processed by the researcher 

The PDPL comprehensively regulates the obligation of data controllers, this 

regulation is a concrete manifestation of the privacy dimension theory, which 

guarantees individual rights to control and access their personal information. These 

articles emphasize that personal data protection is not a mere procedural thing. 

However, it has a substantial value in guaranteeing the security and sovereignty of 

each individual’s personal information. For banks as data controllers, this means 

implementing some comprehensive obligations in processing customers’ data by 

paying attention to legal, security, and ethical aspects.  In its implementation, the 

obligation of personal data controllers (such as banks) must carry out, such as The 

Obligation to Give Information to Personal Data Subjects. Personal data controllers 

have the obligation to give information related to the legality of personal data 

processing, the goal of that processing, the type and relevance of the data that will be 

processed, as well as the storage period of documents containing personal data
81

. 

Apart from that, the delivered information must also encompass details of the 

collected data, the duration of personal data processing, as well as the rights that 

personal data owners have. Further, personal data controllers must inform the related 

individual as personal data subjects before changes in information.   

Based on bank privacy and policies, the data collected by banks include 

information such as full name, gender, identification (ID) number or other identity 

documents, place and date of birth, address of residence, and taxpayers’ ID number. 

Apart from that, they also collect other data including the names of customers’ 

biological mothers, specimens of signatures, phone or mobile phone numbers, email 

addresses, and passwords
82

. They may also collect customers’ biometric information, 

such as voice recordings, videos, or other data that are related to customers’ 

interactions with banks. Banks may also collect other recorded data, including work 

experiences, financial information, risk profiles, investments, experiences, knowledge, 
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business interests, as well as their assets
83

. Internet protocol address (IP Address), 

profile activities in widgets, as well as the information that customers provide to 

recover their accounts, such as answers to security questions, are also part of the 

collected data. Then, additional data encompassing cellular device identifiers, such as 

device ID, advertisement ID, media access control address, or international mobile 

equipment identity, as well as device information encompassing device name, 

operation system, type, and browser language
84

. Data to prevent fraud, such as 

reports on the misuse of the refund features or fake click activities on advertisements 

are also processed.  

Another Obligation to Guarantee Personal Data Accuracy, In practice, banks’ 

development of the verification mechanism reflects the implementation of the 

obligation to guarantee personal data accuracy. Banks apply a mechanism of 

customer data verification that guarantees the accuracy and accordance with data 

from the Department of Population and Civil Registry. If the data of the customer 

that used the bank application are not according to the records of this service, the 

system will automatically stop the process until the customer updates their data
85

.    

Personal data controllers have the obligation to update and/or fix errors or 

inaccuracies in personal data. The update or improvement processes must be 

completed at most in 3x24 hours after the acceptance of that personal data subject’s 

request. After the improvement or update is carried out, personal data controllers 

must deliver the results to the related personal data subject
86

. Banks apply procedures 

that combine conventional approaches with personal data protection principles. The 

data-changing processes are carried out through mechanisms that require customers to 

directly come to the Customer Service (CS) section. For instance, when customers 

wish to change their ID numbers, banks have systematic procedures to accurately and 

correctly update customers’ data
87

. The direct coming to the CS section may be 

perceived as an effort to guarantee the validity of the data change. It is deemed more 

effective than digital methods that are prone to the potential of identity forgery. 

However, this approach also has disadvantages, such as the potential of limited access 

for customers who live far away from branch offices or those who have time 

restrictions. To increase efficiency, banks may consider creating a combination of the 

face-to-face method with secure digital technologies to fulfill customers’ needs 

without violating the principle of personal data protection
88

. 
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Personal data controllers have the obligation to protect and guarantee the security 

of the personal data they process through the application of operational technical 

steps to prevent the processing of personal data that violate legal stipulations. Apart 

from that, data controllers also have the obligation to determine the level of security 

that is in line with the characteristics and risks of the processed personal data. In this 

case, personal data controllers must prevent invalid access to personal data by 

applying a reliable, secure, and responsible security system, both in manual processing 

and through the electronic system according to the stipulations of applicable legal 

regulations
89

.   Based on policies on privacy, banks can only disclose customers’ 

personal data to third parties under certain conditions that are permitted by the law. 

This disclosure is only carried out for legal interests, to increase services, to 

collaborate with partners in providing certain services, as well as to market or offer 

banks’ products and services. In each of these disclosures, banks oblige partners or 

third parties to maintain data security, limit its use only to the objectives that have 

been agreed upon, and guarantee accordance with customers’ agreement
90

.   

The granting of third parties’ access to third parties is carried out with the main 

goal of offering certain products. The disclosed personal data are only limited to 

information such as names and work locations of customers. This aims to make sure 

that the personal data is used in a relevant manner that does not exceed the agreed-

upon objective
91
. Based on privacy policies, banks have carried out their obligations 

to protect and guarantee personal data security that is processed through the 

application of technical operational steps to prevent the processing of personal data 

that violates legal stipulations. However, its explanation does not explicitly explain 

the data disclosure to third parties that is carried out with the valid and explicit 

agreement from personal data subjects for one or more specific goals. Even though 

banks disclose personal data to third parties with product marketing or offering 

objectives, it must still be carried out with a valid and explicit agreement from data 

subjects. Banks must make sure that the agreement is given clearly for every disclosure 

objective to maintain the trust of customers and prevent the violation of privacy 

rights
92

. 

Banks have applied the customer personal data categorization system based on 

three levels of security risk, namely low, medium, and high, based on the background 

and biodata profile of customers. This system aims to make sure that the data 

protection is according to the level of existing risk, so that in its management, more 

sensitive data may obtain special attention
93

. Banks have carried out the obligation to 

determine the level of security that is according to the characteristics and risks of the 
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processed personal data. By dividing data into the low, medium, and high categories, 

banks may accurately allocate security resources to protect more sensitive data, such 

as financial and identity information, from more serious threats. Therefore, this 

categorization system may increase customers’ trust and make sure that personal data 

management is carried out with high accountability
94

. 

Then, based on banks’ annual reports, banks have also implemented various 

cybersecurity strategies to guarantee the protection of customers’ data. Most banks 

have formed the Chief Security Officer Office Group (CSO) work unit that has the 

role of the center of cyber data security management. The CSO has the role of 

maintaining the confidentiality of customers’ data, protecting the data from the 

potential of cyberattacks, as well as guaranteeing that the security system runs 

optimally
95

. The CSO has a crucial role in maintaining the data security as a whole. 

Banks disclose that they apply a layered security system. Thus, in case of the potential 

of data leakage, banks can immediately take mitigation steps that are required to 

decrease that risk
96

.    

Further, based on the annual report, it was found that most banks also use a multi-

layer defense system, encompassing server-level security (R1), endpoint-level security 

(R3), and perimeter-level security, up to application-level security. Banks also apply 

technologies such as SSL 128-bit and customer-level encryptions to protect the 

communication between customers and servers
97

. The annual report from a bank also 

showed that banks have carried out the obligation to prevent invalid access to 

personal data by applying a reliable, safe, and accountable security system, both in 

manual processing and through electronic systems. The formation of the CSO, multi-

layer defense systems, and encryption technologies reflect a strong commitment to 

protecting customers’ personal data from the potential of cyber threats. Apart from 

that, the multi-layer defense which encompasses multi-level security starting from the 

server to the application shows banks’ holistic approach to preventing invalid access 

to personal data. However, banks still need to carry out sustainable evaluations to 

increase the effectiveness of the applied security system, considering cyber threats 

keep on developing and personal data protection must always be maintained
98

.  

A CSO is a body that must be owned by a large-scale bank to protect the bank 

from online financial vulnerabilities. Therefore, at BSI Bank, the CSO is a body that 

already exists as part of the bank's structure. However, despite the existence of a CSO, 

the role of the CSO has not been very effective in protecting personal data security, as 

seen in the recent ransomware incident. This is because the role of data controller in 

each bank should be controlled and supervised by a personal data supervisory agency, 
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which has not yet been established
99

. Then, the Otoritas Jasa Keuangan (OJK) as 

Financial Service Authority (FSA) periodically carries out data sampling in banks to 

guarantee compliance with regulations. This sampling involves the checking of 

customers’ data that are randomly chosen to have them verified in accordance with 

banks’ manual procedures. For example, the FSA directly comes to the branch and 

checks the data of certain customers. They even carry out direct confirmation to those 

customers to check the data correctness. Banks have run according to regulations. This 

has become an effective form of external supervision
100

.   

Another obligation to be fulfilled is obligation to supervise third parties who 

processed data from bank’s clients. Personal data controllers also have the obligation 

to supervise third parties that is involved in the processing of the personal data that 

are under their control. Apart from that, personal data controllers must also 

guarantee the protection of personal data from invalid or illegal processing methods
101

.  

Banks conduct daily supervision of third parties that accept access to personal data. 

Banks request updates regarding the results of that data usage to make sure that the 

data are only used according to the aim of the cooperation.  Regarding the potential 

for violation, such as invalid access by other parties that do not cooperate with banks, 

such incidents are deemed criminal violations against customers’ data. It must also be 

emphasized that banks have a full responsibility to maintain the confidentiality of 

customers’ personal data
102

.   

In case of the failure to protect personal data, banks are obliged to send 

notifications to its clientele. In the event of the failure to protect personal data, bank 

have the obligation to give a written notice to related personal data subjects or 

institutions. This notice must encompass information on the disclosed personal data, 

the time and method of that data disclosure, as well as the steps that personal data 

controllers have taken in handling and recovering the condition after the disclosure of 

that data
103

.   Banks still do not have a special notification system to inform customers 

about data leakage incidents. So far, the notifications given to customers are only 

limited to financial transactions, such as cash withdrawals, transfers, or deposits 

through the SMS (short message service) notification system
104

.  Banks as data 

controllers have strived to fulfill most of their obligations as personal data controllers 

based on PDPL. However, there are still some obligations that banks have not 

succeeded in fully implementing or fulfilling
105

. 
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Table 1. Banks’ Weaknesses in Applying the Accountability Principle in Processing Personal Data 

No. Weaknesses in PDPL Type of Violation  Offered Solution 

1 There is no special 

notification system for data 

leakage. 

 

The violation of personal data controllers’ 

obligation. The obligation to give 

information to personal data subjects.  

Develop an automatic notification 

system and conduct emergency 

response training for all branch 

offices.  

2 The usage of customer data 

by third parties without the 

valid and explicit agreement 

of data subjects. 

The violation against personal data 

controllers’ obligation. The obligation to 

monitor third parties. The obligation to 

give notices in case of the failure to 

protect personal data. 

Guarantee customers’ explicit 

agreement before the data is used 

for product marketing or offers. 

 

3 There is a slow response to 

security incidents in branch 

offices as the IT management 

is centered in the central 

office.  

The violation against personal data 

controllers’ obligation. The obligation to 

guarantee security and compliance with 

regulations. 

Form regional IT teams to quickly 

handle incidents at the branch level. 

4 The data updating process 

obliges customers to directly 

come to branch offices.  

The violation against personal data 

controllers’ obligation. The obligation to 

guarantee the accuracy of personal data. 

The obligation to update inaccurate 

personal data.  

Provide online services through 

digital applications to ease the 

renewal of customer data without 

directly coming to the branch 

office. 

Source: From various sources, processed by the researcher 

Concerning the existence of some weaknesses in the application of the 

accountability principle in the processing of personal data, there are four main issues. 

First, banks still do not have a special notification system to inform customers in case 

of personal data leakage. So far, emergency response mechanisms to such incidents 

are still centered at the central office thus slowing the response in handling data 

leakage. To handle this, banks need to develop a notification system to inform 

customers in case of personal data leakage that is added with an explanation of the 

steps to handle the incident. There is also a need to increase emergency response 

training in all branch offices
106

. Second, banks have not made sure that the personal 

data disclosure to third parties, especially for objective product marketing or offers, is 

carried out with the valid and explicit agreement of data subjects. The lack of clarity 

on this agreement may risk violating customers’ privacy rights and decrease their trust 

in the processing of personal data by banks. To handle this, banks need to guarantee 

the transparency of data uses by third parties for product marketing or offers by 

asking for consumers’ explicit agreement before using the data. This is according to 

the principle of personal data protection.  

Third, the management of information technology security in banks is still 

centralized at the central offers. Thus, branch offices have limited capabilities in 

quickly responding to security incidents. The dependency on the central office slows 

down the process of handling threats, especially at the branch level. To handle this, 
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banks need to consider creating regional-level IT teams. Thus, in handling security 

issues, branch offices do not have to solely depend on the central office. Fourth, the 

data renewal process requires customers to directly come to the branch offices. This 

leads customers who live in isolated locations or those who have limited time to 

experience difficulties. This procedure does not only slow down the data renewal 

process but also decreases the service quality for customers with limited access. To 

handle this, banks need to provide online services through digital applications that 

ease customers in updating data without needing to directly come to branch offices. 

This is simpler for customers who live far away or those who do not have much time.  

Personal data controllers still have some weaknesses in implementing their 

obligations. This shows that personal data controllers in Indonesia still need to 

improve themselves so that the goal of personal data processing may be achieved. 

The greatest weakness of the personal data controllers’ accountability principle can be 

seen in the lack of a clear notification system to customers on the existence of data 

theft or leakage in a certain bank. As businesses whose reputation highly depends on 

society’s trust, banks tend to cover the reality of the existence of data leakage by 

refraining from notifying their customers. Moreover, the explicit notification to 

customers shows that their data is in danger due to hacking
107

.   

In Indonesia, banks often do not clearly state that customers’ personal data has 

been leaked. They always conduct news releases if there are difficulties in accessing a 

certain bank’s website due to system updates. This is highly unfortunate as banks are 

unwise in implementing the accountability principle in personal data processing that 

obliges the delivery of notifications to customers in case of data leakage. Apart from 

that, banks also cannot guarantee that the customer data that they manage are not 

used or are not forwarded to third parties that are either from the same or different 

holding companies from that bank. For instance, in Indonesia, banking institutions 

usually also have non-bank financial institutions or securities where customers’ data 

are often spread to these other institutions without notification to customers. This 

makes customers’ personal data highly vulnerable to being misused by these other 

institutions as a facility to send promotions or other objectives
108

. Meanwhile, as for 

the application of personal data protection using the GDPR, there are still some 

weaknesses that are rather similar to the application of the PDP Law, such as the 

obligation to maintain the data that are under their control to be used by third 

parties. This weakness is also one of the things that become a problem. Apart from 

that, there is still a weakness in the form of a lack of notifications to data subjects in 

case of data leakage
109

. 
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CONCLUSION 

The PDPL determines that personal data controllers have the right to collect 

personal data with clear and valid reasons, and they also need individual agreement. 

Apart from that, personal data controllers have obligations that encompass the 

obligation to guarantee the legal basis for data processing, provide information on 

data objectives and changes, as well as process data in a valid and transparent manner. 

Apart from that, the processing of personal data must fulfill the accountability 

principle. They must process data according to the objectives and guarantee data 

accuracy. As personal data controllers, banks have the obligation to control the 

customer data under their control. Even though regulations on the accountability 

principle have been well contained both in the PDPL and the GDPR, there are still 

weaknesses in the application of this principle by data controllers. Based on the 

research, it was found that banks in Indonesia as personal data controllers have not 

fully fulfilled their obligations which encompass the lack of a special notification 

system for data leakage which slows down their responses to incidents; the lack of 

detailed information on the data disclosure to third parties that may potentially 

violate the principle of explicit agreement from personal data subjects; the centralized 

IT security system that limits the quick response at the branch level; and the data 

renewal procedures that obliges direct visits to branch offices that brings difficulty to 

customers with limited access. This weakness is due to the absence of a personal data 

supervisory body to oversee the performance of data controllers in each bank, 

resulting in the ineffectiveness of data controllers' accountability. While in Sweden the 

implementation of the principle of accountability is better than in Indonesia. 

Although there are some weaknesses in the implementation of this principle, in 

general Indonesia should imitate the implementation of this principle in Sweden. 
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